Postavljanje certifikata na mail klijent

1. Postavljanje HALCOM certifikata za MS Outlook 2016+
2. Postavljanje HALCOM certifikata za eM Client

Postavljanje HALCOM certifikata za MS QOutlook

Nakon Sto se u Outlook dodan e-mail nalog, potrebno je postaviti da se odlazne poruke digitalno
potpisuju certifikatom HALCOM-a.

U postavkama outlooka i¢i na Trust Center -> Trust Center Settings:

G |
enera @ Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Security & more
People Visit Office.com to learn more about protecting your privacy and security.
Tasks Microsoft Trustworthy Computing
Search 5
ard Microsoft Outlook Trust Center
Language

The Trust Center contains security and privacy settings. These settings help keep your computer
Advanced secure. We recommend that you do not change these settings. Trust Center Settings...
Customize Ribbon
Quick Access Toolbar

Add-ins

Nakon toga oznaciti Email security i postavtiti postavke kao na slici:

Trusted Publishers

Encrypted e-mail

Privacy Options Eﬁ ["] Enerypt contents and attachments for outgoing messages
Email Security Add digital signature to outgoing messages

Attachment Handling Send clear text signed message when sending signed messages
Automatic Download [] Request S/MIME receipt for all S/MIME signed messages

Macro Settings Default Setting: | My S/MIME Settings (Jasenko.Sehovic@pravosudje.ba) v|

Programmatic Access

Digital IDs (Certificates)

== Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.

Get a Digital ID...

‘ Publish to GAL... Import/Export... ‘

Read as Plain Text

[] Read all standard mail in plain text

Script in Folders

[] Allow script in shared folders
["] Allow script in Public Folders

Resetovati Outlook i ukljuciti USB certifikat. Prilikom svakog slanja maila morati ¢ete upisati PIN koji ste
dobili uz USB certifikat, tako da ¢e svi mailovi biti digitalno potpisani.



Postavljanje HALCOM certifikata za eM Client

Nakon Sto se u eM Client doda e-mail nalog, potrebno je postaviti da se odlazne poruke digitalno
potpisuju certifikatom HALCOM-a.

U gornjem lijevom uglu otvorite meni i odaberite Settings. Na opcijama kao na slici ispod dodite do
menija uvoza certifikata:

Postavke x
= Save & Close " Apply o, Import T, Export E‘-‘E QR Export
Print... Crl+P

> E Opce Certificates and Keys
Et') Backup...
> € lzgled
Check for Update... My certificates/keys Others' certificates/keys
—~ - » D4 E-poita ——
= Operations... There are no certificates/keys in this group.
ﬁﬂl? Rules. ~_ (&) Potpisivanje.i.enkripcija
£ Quick Actions... B opee
O Tags. Bo Politike racuna
[ Reminders.. Certifikati i Kljucevi
@ Settings. @ Key Lookup Services
o .
£ Accounts.. y Kalendar
@ Data Files... > 2, Kontakti
. N _ .
File > Zadaci
Edit ¥
> El Notes
View >
>
Poruka > () Razgovor
Tools » | > [&] online Meetings
Help > > 00 widgeti
. Manage Certificates/Keypairs
Bxit > @} Napredno

Na novootvorenom prozoru odaberite opciju Import za uvoz certifikata i navigirajte na instalacioni

direktorij Personal aplikacije. Obavezno odaberite vidljivost svih tipova datoteka (All files(.*.)):
Manage Certificates/Keypairs

=+ Create PGP Keypair li, Import T, Export ~ § Details [ Send Public key [£] Upload to eM Keybook /‘ Upload to OpenPGP.org @

£ Open X
My certificates/keys Others’
T « Program Files (x86) > Personal * bin64 v (&) O Search bing4
Organize ~ New folder =- m @
~
Odrzavanje sistema *  Name Date modified Type Siz*
L s Lneves 3w APPILEUUN SASH
@ OneDrive - Personal crdtcos64.dll 1.11.2023. 916 Application extens..
& This PC iD2ppab4.dll 1.11.2023. 9:17 Application extens..
B Ing_dedeb4.dll 1.11.2023. 917 Application extens...
_J 3D Objects
B Ing_friré4.dll 1.11.2023. 917 Application extens...
Desktol
- P B Ing_isis64.dll 1.11.2023. 917 Application extens...
Documents Ing_svse64.dll 1.11.2023. 917 Application extens...
¥ Downloads minidriver64.dil 1.11.2023. 8:17 Application extens...
D Music personal_mdé4.dil 1.11.2023. 9:17 Application extens...
[& Pictures personal64.dil 1.11.2023. 917 Application extens...
i videos f personal6d.exe 1.11.2023. 917 Application
& Windows (C) f plugoutbd.exe 1.11.2023. 917 Application
v < >
File name: | ~| Al Files (=) -

Open A Cancel




Na slijedeca 3 upozorenja odgovorite sa Da i dobiti ¢ete poruku o uspjeSnom uvozu 3 certifikata koja
moZete vidjeti u kategoriji ostalih certifikata:

o, Import T, Export ~ @ Details [ Send Public key [£] Upload to eM t
My certificates/keys COthers' certificates/keys
~ S/MIME
Technology Nexus Secured Business Solutions AB Valid from 12.5.2023. to 12.5.2026.
Ne email
(CA) DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1 Valid from 29.4.2021. to 29.4.2036.
No email
(CA) DigiCert Trusted Root G4 Valid from 1.8.2013. to 15.1.2038.
No email

U postavkama Politike racuna potrebno je postaviti da se odlazna posta digitalno potpisuje:
Postavke X

v Apply L, Import 1, Export E8 OR Export

> E] Opce Account Policies
’ @ Izgled Naziv racuna
> B4 E-poita ~  Svi raguni

.. - - E t by default
v [& Potpisivanje i enkripcija eyt messages by detau

E Opce Digitally sign messages by default
&5 Politike racuna Include certificates/keys in outgoing messages
O Cotifikati i Kiuevi - S
Certifikati i kljucevi

Encrypt messages by default
,® Key Lookup Services e oes by

Digitally sign messages by default

> Kalendar
Include certificates/keys in outgoing messages

> & Kontakti



